Lab 5 - Log Management

Introduction

€@ VMware Aria Operations for Logs is a part of the VMware Cloud suite of services. Use
this service to develop sophisticated analytics that aid in rapid troubleshooting of your
SDDC or VMware Cloud on AWS environment..

As part of the VMware Cloud suite of services, VMware Aria Operations for
Logs (formerly known as vRealize Log Insight Cloud) provides a fully managed and
integrated log analytics and troubleshooting service.

VMware Aria Operations for Logs includes VMware-authored SDDC (ESXi, VC, NSX, and
VSAN) insight for troubleshooting, a flexible and comprehensive query facility that
supports troubleshooting for novice and experienced administrators, built-in SDDC
and custom alerting capability, flexible notification mechanisms, and centralized
support for local or federated authentication.

Setting up Log Insight Cloud for non- Cloud services organization

VMware Systems
Engineer drives
vRealize Log
Insight Cloud
demo sessions

Email notification User receives email
is sent to with activation link
help-vrlic @vmware.col and onboarding
for trial request instructions

User requests for Does the
trial in the vRealize Log user have a
Insight product page VMware ID?

User creates a
VMware ID in
My VMware
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Setting up VMware Aria Operations for Logs for VMware Cloud
Subscribers

User visits the VMware Does VMware Systems
Cloud Services console the user see User clicks the Engineer drives
and clicks vRealize button to start a vRealize Log

Log Insight Cloud under S 30-day trial Insight Cloud

My Services demo sessions

Account team sends
an email to

help-vrlic@vmware.com
for extension

TASKS

Task 1 - Enabling Firewall logging and generating log entries

1. From your VDI Desktop, open the browser and log into your VMC on AWS SDDC
https://vmc.vmware.com/console/sddcs
+ Username: vmcexpert#-xx@vmware-hol.com
+ Password: VMware1!

N

On your SDDC Tile Click View Details
Select Open NSX Manager (next to Open vCenter)
+ Select the blue box Access Via the Internet

w

Click the Security Tab
Modify the Distributed Firewall
Click Add Policy
Name the Policy Class Log Test
+ Check the box next to the policy you created, Add Rule is now available

No v s

oo

Select Add Rule
9. Name the Rule Allow All HTML

Lab 5 - Log Management Page 2


https://vmc.vmware.com/console/sddcs

Distributed Firewall

All Rules Category Specific Rules

ETHERNET (1)

+ ADD POLICY + ADD RULE

EMERGENCY (0)

[ cone € unpo
D

Name Sources
v Class Log Test (1) Applied To DFW
| New Rule Any
> Default Laye.. (3) Applied To DFW

INFRASTRUCTURE (0)

1] DELETE

Destinations

Any

ACTIONS v

2 Total Unpublished Changes

ENVIRONMENT (0) © APPLICATION (4)

2 Unpublished Changes

Filter by Name, Path and more

®

Services Context Profiles Applied To Action
@ Success C
Any None DFW ® Allow
@ Success C

9. Under Sources click the pencil, select RFC1918, click Apply
10. Under Destination click the pencil, select RFC1918, click Apply

Set Source

Rule > New Rule

Negate Selections () No  Negated selections will be shown as Exampie-Grotip
Groups (1) IP Addresses (0)

Name Type @
> 23 Connected VPC Prefixes Generic
> 23  DirectConnect Prefixes Generic

> 22 RFCI918 Generic
> 23 S3Prefixes Generic
> 8%  Transit Connect DGW Prefixes Generic
> 8% Transit Connect External TGW Prefixes Generic
> 89  Transit Connect Native VPCs Prefixes Generic
> 23 Transit Connect other SDDCs Prefixes Generic

1 C REFRESH

(D show Only Selected

EXPAND ALL

Compute Members

View Members

View Members

View Members

View Members

View Members

View Members

View Members

View Members

X
Filter by Name, Path and more =
Status Group Type
@ Success C System Defined
@ Success C System Defined
® Success User Defined
@ Success C System Defined
@ Success C System Defined
@ Success C System Defined
@ Success C System Defined
@ Success C System Defined
1-80f8

CANCEL APPLY

11. Under Services click the pencil, filter for http, select HTTP and HTTPS, click Apply
12. Under Actions leave Allow selected, the rule should be enabled by default
13. Publish the DFW rule by clicking the blue Publish button
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Set Services x
Rule > Allow All HTML
Services (2) Raw Port-Protocols (0)
= (http X CLEAR X
Name Service Entries Status
> {} S CIM-HTTP TCP (Source: Any | Destination: 5988) @ Success C
> 3 ACIM-HTTPS TCP (Source: Any | Destination: 5989) @ Success C
H > &3 @HTTP TCP (Source: Any | Destination: 80) ® Success C
> 3 @HTTPS TCP (Source: Any | Destination: 443) @ Success C
> {:} @ HTTPS, net.tcp binding TCP (Source: Any | Destination: 32843,32844,32845) @ Success C
> & QOffice Server Web Services, ... TCP (Source: Any | Destination: 56737,56738) @ Success C
> ¥ [ORACLE-HTTP TCP (Source: Any | Destination: 7777) @ Success C
> & & Oracle9iAS Web Cache HTTP... TCP (Source: Any | Destination: 7779) @ Success C
> {:} (3 Oracle9iAS Web Cache HTTP... TCP (Source: Any | Destination: 4444) @ Success C
> {:} & Oracle HTTP Server Diagnost... TCP (Source: Any | Destination: 7200) @ Success C
> {:} @ Oracle HTTP Server Jserv port TCP (Source: Any | Destination: 8007) @ Success C
2 (C REFRESH 1-30 of 30
(I show Only Selected
Distributed Firewall
All Rules Category Specific Rules
ETHERNET (1) EMERGENCY (0) INFRASTRUCTURE (0) ENVIRONMENT (0)
+ ADD PoLICY
Name ID Sources Destinations Services Context Profiles
v Class Log Test (1) Applied To DFW

Allow All HTML 1025

58 RFC1918 29 RFC1918 CIHTTPS None

CyHTTP

> Default Laye.. (3) Applied To DFW

14. Select the Gear in the far right side of the Allow All HTML rule
15. Move the slider next to logging to enable logging
16. Set the Log Label to vmcexpert#-##_Test (using your Student ID)

17. Click Apply
18. Click Publish
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ACTIONS v

APPLICATION (4)

Filter by Name, Path and more

Applied To

DFW

Action

@ Success C

© &

o row - @ ©v®w

@ Success C

&
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Settings

Rule » Allow All HTML

Logaging

Direction

Log Label

Comments

@) enable @

In-Out

vmcexpert3-03_Test

CANCEL APPLY

19.
20.
21.
22.

23.

Click Open vCenter from the SDDC Console

Click Show Credentials

Copy the Password and Click Open vCenter

Log into vCenter as:

+ cloudadmin@vmc.local
+ {Paste in the copied Password}

In vCenter, Click the frontend VM and record its IP address
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(th

- A = e
@ frontend_1-mcm1786472-190937025340 0 ¢ @ i ACTIONS
@ @ Summary Monitor Configure Permissions Datastores Networks Snapshots
@ vcenter.sddc-35-81-153- VMWarevme.com
v B sbbC-Datacenter Guest OS: Ubuntu Linux (64-bit)
v [ Cluster Compatibility: ESXi 5.5 and later (WM version 10)
(53 Cluster-
VMware Tools:  Running, version:11269 (Guest Managed)
B 1ozn24 MORE INFO
o te-R | DNS Name:
ompute-ResourceP
i’ . o0 P Addresses
r\ api_sern ) -mem1786685-1909. LAUNCH WES CONSOLE
p—— ) . Host:
{ & frontend_mcm1786472-19093 . LAUNCH REMOTE consoLE (@)
- A Yn
& mongo_server_l-mcmi786470-1
r\ nats_s er_1-mem1786471-190.
VM Hardware ~
&Y queue_service_1-mcm1786473-1
&P Ubuntu-Desktop-mem1785905-1
Related Objects ~
&% Ubuntu-DT
oy i Cluster [ Cluster-1
6] vmcexpert2-31_vra-proxy
o Host 10.231.2.4
GH vmcexpert2-31_vrops-proxy
v (2 MgmtResourcePool Resource pool © Compute-ResourcePoo
&P NSX-Edge-0 Networks (%) sddc-cgw-network-1
[ NSX-Edge-1 Storage 2 workloadDatastore

MSX-Manager-0

24.
25.
26.

27.

28.

29.

Select the Ubuntu-DT VM and click Open Console
Enter the Password of VMware1! if prompted

Launch the Firefox browser in the Ubunt-DT VM and type in {the address of your Frontend

VM} for the Cats & Dogs Application
Click the Gato & Cachorro buttons multiple times until the image that appears is a
hedgehog.

When this image (hedgehog) appears an error is generated and logged with log-insight and

captured by vRealize Operations. You are also performing this step to generate some
firewall logs

In a new Browser tab, go to VMware.com and one or more public websites
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Task 2 - VMware Aria Operations for Logs Overview

Universal Log Collection
& Analytics

Connect to everything in your IT
environment—operating
systems, applications, storage,
firewalls, network de for
enterprise-wide visibility.

Integration with vRealize
Operations

Extend operational visibility and
proactive management
capabilities across infrastructure
and applications by integrating
with yRealize Cperations.

Built-in VMware Cloud
Knowledge

Enable centralized analysis of
your entire IT environment with
built-in support for VMware
Cloud technologies.

Intuitive GUI & Easy
Deployment

Easily run simple interactive
searches as well as deep
analytical queries for quick
insights that provide immediate
value and improved IT efficiency.

Enterprise Scale

In recent internal testing, Log
Insight was three times faster
than the leading selution in
query cross 1 billion log
messages.

Flexible Consumption

Choose on-premises licensing or
SaaS. Consume standalone, as
part of vRealize Suite, or as a
subscription through vRealize
Cloud Universal

1. Click the stacked squares in the upper right-hand corner

2. Right-Click VMware Aria Operations for Logs

3. Click Open link in new tab

vmw VMware Cloud Services

{7} Cloud Services Console

ADMINISTRATION

%31 Identity & Access Management

MY SERVICES

VMware Aria Automation MULTI TRIAL

VMware Aria Operations

VMware Aria Operations for Logs

) VMware Cloud on AWS

4. If Collapsed, Click the double arrows to expand the left pane

« Expand the Configuration Section

* Click Subscriptions

Lab 5 - Log Management

Page 7



5. Notice we are using the PERPETUAL Subscription. This subscription comes with VMC on

AWS and only allows you to view Audit logs and Firewall Logs.

To view other types of logs (Application logs, non-SDDC logs, etc..) the subscription must be

upgraded.

vmw VMware Aria Operations for Logs

®

You need Org Gwner and Admin roles In Operations for Lags (Sa5) to purchase subscription plans
Subscriptions

@ Region

[ TR ———

@ Seller

Subscription Plans

Use the latest subscription plans in YMware Aria Operations for Logs to leverage maximum benefits in log analytics at a minimum cost. Learn morer?

©

El ? Introducing all new Subscription plans!
é WMware Aria Operations for Logs now offers a customized plan in which you can select your ingestion log volume, storage, and retention requirements. You are
billed according to your commitment plan for the selected requirements, and according to the en-demand plan for other requirements. Commitment plans provide
egratior
P g I
System Alerts
Current pian Saveupto 25%
Email Configuration ?
PERPETUAL On-Demand Plan Customized plan

Webhook Configuration

You have been automatically moved to the f you select an on-Gemand subscription, you are

Cloud Proxies You can create your own customized subscription

jes all the features and bille lect a cor

0 your data usage. You can mmitment plan for

APl Keys

e this plan and pay as

Unlimited log Ingestion

Unlimited log Ingestion

Up to 30 Days of log retention in
indexed storage

o
[

Unlimited log Ingesticn

Up to 30 Days of log retention in
Up to 7 years of log retention in non- indexed storage

indexed storage indexed storage

(]

Up to 7 years
indexed storage

of leg retention in non-

T e T Recall logs from non-indexed storage

£l WHAT'S NEW! Guary logs from non-indexad storags @  Recall logs from non-indexed storage

@  customize the plan based on your usage

10.
11.

12.

Click Dashboards to view the available dashboards

In the Search Bar, type Gateway Firewall

Select Gateway Firewall - Traffic (latest version)

Review the Pie Graphs for Top Sources and Top Destinations

You'll see an aggregated and processed view of all network traffic leaving the SDDC in the

past 5 mins.

the last 5 mins

In the Upper right corner note that you can increase the time scale to review date beyond

All NSX related log events must first be enabled before those log messages will be sent

to Log Insight. E.G. If you want to see DHCP, NAT or VPN related log messages then you

must enable logging for those services as we did in task 1 for our firewall rule.
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&«

“r Home
B Explore Logs
IZ Live Tail
# Analytics >
) Dashboards
&3 Log Sources
A\ Alerts v
Triggered Alerts
Alert Definitions
£ Content Packs
[ Log Management & >
{8 Configuration v
Metrics
vSphere Integration
System Alerts
Email Configuration
Webhook Configuration
Cloud Proxies
APl Keys
vRLI Agents

Usage Reports

Gateway Firewall - Traffic ¥% | ALL basHBGARDS v (m som [ [ en [ custom~ || C

t ADD FILTERS
Top Firewall Sources : Top Firewall Destinations
Top source IP addresses from all gateway firewall rules that are logging data. Top destination IP addresses from all gateway firewall rules that are logging data.
@ A maximum of 18 event types are categorized here. ‘ | @ A masimum of 18 event types are categorized here.
192168231136~ 4
®
- o T 15.117.3; *
[ >
o:
| a.
\ se701a28
Top Gateway Firewall Sources by bytes - client to server i Top Gateway Firewall Destinations by bytes - client to server :
All Gateway firewall traffic, in bytes by source IP address, from the client to a server. Data is only displayed i.. All Gateway firewall traffic, in bytes by destination IP address, from the client to a server. Data is only displa..
M

™

Top Gateway Firewall Sources by bytes - server to client Top Gateway Firewall Destinations by bytes - server to client :

All Gateway firewall traffic, in bytes by source IP address, from the server to a client. Data is only displayed i All Gateway firewall traffic, in bytes by destination IP address, from the server to a client. Data is only displa.

13. Select Dashboards in the left column

14. Click on All Dashboards:
+ Select NSX-T events for VMware Cloud SDDC v6.0
« Select Distributed Firewall - Traffic

15. Observe the traffic, you may have to change the time window by selecting 30M or 1H to see
relevant data

Dashboards (99) ALL DASHBOARDS v

{1 Search for Dashboards, Widg

‘Content Packs
Apache - HTTP Server V1.0 5
Audit Events for VMware Cloud SDDC V2.0 »

Audit Events for VMware Cloud Services V1.0 >

Name Audit Events for VMware Cloud Services V2.0 »
¥r Apache HTTP - E AWS - CloudFront V1.0.0 5
Apache - HTTP S(.‘r W General V.4 5
T Add tags + )
! Linux - Systemd V1.0 5
) 1y Apache HTTP-{ Linux V1.0 y
Apache - HTTP Serv
_.;\” Linux v2.2 5
L= Add tags 4+ )
. ) Mginx V1.0 »

¥z Apache HTTP- £ NSX-T events for VMware Cloud SDDC V4.0 P
Apache - HTTE Serw

T Add tags + /

T Apache HTTP -\ oo

NSX-T events for VMware Cloud SDDCWVE.O »

NS¥-T events for VMware Cloud SDOC VE.O >
Audits - Overview

Apache - HTTP Server V1.0 DHCP - Ovearview

(o Acdtass + )

7 Activity

Distributed Firewall - Overview

Distributed Firewall - Traffic

Audit Events for WMware Cloud SDDC V2.0 Gateway Firewall - Traffic

T Addtags + )

Alarms

NSX - IDPS - Overview

NEX - IDPS - Traffic

Audit Events for VMware Cloud SDDC V2.0
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Distributed Firewall - Traffic 1 ALL DASHBOARDS v

+ ADD FILTERS

Top Firewall Sources

Top source IP addresses from all firewall rules that are logging data

5M | oM g 6H | cusTi

Top Firewall Destinations

Top destination [P addresses from all firewall rules that are logging data.

& Hide Al e Hige Al
(@) Amaximum of 23 event types are categorized here. | @ & maximum or 23 event types are categorized here

®u o .

[ ] ® s

i -

[ ] ®

[ ] [ ]

L] 2.37.125.2

12Y 12y

Application Ports Permitted

Measures all in /

¥

out connections permitted In the NSX-T environment by destination port The data is the summation of the specified time ran,

Application Ports Denied

All traffic deined by a Hrewall rule. Data is grouped by application for destination) part number. This widget displays only data associated

k

16.
17.

From the left hand navigation pane, select Home
In the search bar, type vmcexpert* to see traffic that has PASSed the DFW rule. You may

need to change the time period to 30M or 1H.

« HINT: Use your full student account name (vmcexpert#-##) to see events for your

SDDC only.

w B s 5 A
@E Partiton: MIE B cusov- NI
Display g A + ADD FILTERS @
e - mEseT
Stream  Types  Alerts  Event Trends Totak 28 events

[ ingest_timestamp text

€5832023-85-10T

€99)2023-85-18T18:33:12. 8667 05x-0, 50dC 44+ 248- 238+ 5. VIMAravIC

€5832003-85-10T18:32:49, 1517 esa-d.

€59:2873-85-18T18:32:54, 1657

<99>2003-85-10T18:32:59. 1742 esx-

esx-8

<99:2673-85-18T18:32:54, 1657 osa-p.

Sddc -44-248- 2386, vmaravac <o

S0 -14- 240~ 230-6. VP evaE <

33:13.8812 esx-0, sdde-44-240-238-6. vmarevne  con F1I

St -446-240- 2386, vmarevme , o

Sddc -44-248- 2386, vmwaravac  cor

LL-PKTLOG[2095842]: 470900 INET match PASS 1024 OUT 52 TCP 192.168.203.5/42508-318.203.1

06[2899847]: d780dBCF

L-PKTLOG 2099842] : d7eadact

LL-PKTLOG[2899842]: d765dact

TREWALL-PATLOG[2859842] : d785dRct

REWALL-PKTLOG[ 2089842 d749d0cT

L-PKTLOG[2855842]: d785dRct

THET

T

THET

HET

HET

HET

mateh PASS 1624 OUT 52 TCP 192.168.203.5/42816-318,263.12.3/4d3 §

Ratch PASS 1624 OUT 52 TCP 192.16H.203.5/42800-318.203.12.3/443 S VACENPRFt3-@3_Tast

TERM PASS 1824 OUT

TERM PASS 1824 CUT

TERM PASS 1024 0U

TERM PASS 1824 DUT TCP

Fields

443 S VnCespErt3-a3_Tast

Vncespert-a3_Test

TCP RST 192,168.203.5/44276-518,203.14.4/443 19/15 4703/5242 wmeexpertd-03 Test
process

sddc_id

TiFields Library

TCP FIN 152.188.283.5¢

P RST 192.160.200.5/

FIN 192.168.203.5/

42678->18.283.12.3/443 13/14 3236/7345 wmcoxpertd-B3_Test

48202-710.203.14.4/443 11/8 1926/1178 yncespert3-g1_Test

42694-718.283.12.3/443 14/14 T266/760% umcoxpertd-B3_Test

<o -8, 50dc 44 ALL-BKTLOG[ 2899802]: d745d0cf INET TERM PASS 1034 DUT TCR FIN 192.168.201.5/48268->10.263.14.4/443 32444 1
wBC,Con FIREWALL-PKTLOG[2099842]: d709c0ct INET TERM PASS 1024 D
99>2023-95-10718:32:57.1 di-44-248- 238 voc.con FIREWALL-PKTLOG(2099842]: dP@9ct INET TERM PASS 1024 DUT TCP RST 192,168.203.5/4204->10.203,14,4/443 744132 27763/127167 wecexpertd-on_Test

18. Return to the VMware Cloud on AWS SDDC console tab in your browser, ensuring that you
are in your SDDC
+ Select Networking & Security

+ Select Distributed Firewall under Security

19.
20.
21.

Open the Class Log Test policy to see the Allow All HTML rule
Change Allow to Reject under Action
Publish the rule change
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Distributed Firewall @

All Rules Category Specific Rules

ACTIONS ~

ETHERNET (1) EMERGENCY (Q) INFRASTRUCTURE (0) ENVIRONMENT () APPLICATION (4)
+ ADD POLICY Filter by Name, Path and more e
Name |s] Sources Destinations Services (gl Applied Te Action
Profiles
Cowv Class Log Te.. (1) Applied To  DFW @ Success © &
29 RFC1918 29 RFC1918 TLHTTRS None DFW j &
Allow all html ... 1024 aa aa [ @® Reject © =
CIHTTP
S Default Laye.. (3) Applied To  DFW @ Success C &

22.
23.

24.

25.
26.

Lab 5 - Log Management

Return to the Ubuntu Desktop Console window, relaunch from vCenter if it has timed out.
Open Firefox and connect to your FrontEnd VM IP address recorded earlier making sure to

use http.
*+ This should result in an immediate unable to connect message
+ If the DFW rule had been set to DROP, you would have to wait for the http timeout to see

the failed message
« From the Firefox web browser access vmware.com, try google.com. That access isn't

blocked by the DFW.

Return to your open Aria Operations for Logs browser tab, or start a new Aria Operations for

Logs session if closed
From the left hand navigation pane, select Home
In the search bar, type vmcexpert* to see traffic that has been REJECTed by the DFW rule.

You may need to change the time period to 30M or 1H.
« HINT: Use your full student account name (vmcexpert#-##) to see events for your

SDDC only.
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% 8 5 2 A B

[;; Partition: | [ em E H | H | cusTom IVE TAIL

e T e

Stream Types Alerts Event Trends

[ ingest_timestamp text

Fields nFields Library

B23-05-18T18:38:10, 5607 esx-8. sddc-44-248-238-6. viwarevinc. con FIREWALL-PKTLOG[2899842]: 166b1db2 TNET match REJECT 1824 OUT 6@ TCP 192.168.23.3/49288-3192.168.203.13/443 § wncexpert3-@3_Test

27. From the Aria Operations for Logs navigation pane, select Dashboards
28. Click the All Dashboards drop down

+ Select NSX-T events for VMware Cloud SDDC V6.0

+ Select Distributed Firewall - Traffic

29. Observe Application Ports Denied, there should be entries from the REJECT rule. You
might need to adjust the time band to 30M or 1H
30. When finished, return to the SDDC console, updating the DFW setting back to ALLOW from
REJECT and PUBLISH the rule.
* You can Verify that the DFW is set correctly by accessing the Cats & Dogs app from your
Ubuntu Desktop
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Distributed Firewall - Traffic ¢ | ALL pasHBoARDS - M H | 8H | cusTam
+ ADD FILTERS
Top Firewall Sources : Top Firewall Destinations
‘op source P addresses from all firewall rules that are logging data. Top destination IP addresses from all firewall rules that are logging da
® Hige Al
A i F 23 e types are categorized here,
i ° ) o .
2 ° ] \\: ®
@ 1 . /.- - : [ ]
® 12 N .
& o . .
12¥ 114
Application Ports Permitted Application Ports Denied
Measures all in / out connections permitted (n the NSX-T environment by destination port. The data ks the summation of the specified time ran., all traffic deined by a firewall rule. Data (s grouped by applicatio ] on) part fi dget di d
& Hide Al
¥
= e
. .
Top Firewall Sources by bytes - client to server : Top Firewall Destinations by bytes - client to server
Al firewall traffic, in bytes by source IP address, from the client to a server, Data is only displayed i the firewall is logging Its data, The data |3 Al firewall tratfic, in bytes by destination IP address, from the client to a server, Data is only displayed If the firewa gaing its data The dat
¥ k

31. Click Alerts in the left hand navigation pane

32. Click Alert --> Alert Definitions to review the built-in alerts

33. Inthe search bar type vcenter and hit return to see the Alert definitions

34. Select the Audit Events for VMware Cloud SDDC | User Session Login Alert

35. Review the settings and notice there is currently no notification set when this alert is
triggered, the rule is also disabled by default.

36. Inthe upper right hand, click the edit Icon, close any warning for partitions if present.

(4

37. Under Trigger Condition 1, click Choose Notification and Input Your Email address in the
notify field, then click the +

38. Move the slider to enable the alert

39. Click Save

40. If logged into vCenter, logout. Login to your vCenter server. You should receive both user
and application login notifications.

41. After verifying incoming email notifications, Disable the alert by moving the slider, edit the
alert and remove your email address by clicking the 'x' and then Save.
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Alert Definitions

@ Home

[ Explore Logs veenter

[2 Live Tail
“ Filters <«

# Analytics > Details. T
Severi ~

&) Dashboards v ) i (I Audit Events for Vhware Cloud SDDC | Host Connectian Last Alert

(] (eritical

Immediate

A hast that a Center Sarver system Mansges (st ConnEctian 1o V..
A Disabled forever
(S Addiags +)

&) Log Sources

Alerts v o
a (] (warning )
Triggered Alerts [m] ) & (I Audit Events for VMware Cloud SDDC | Host Disconnected Alert

A host that a vCenter Server system manages got disconnected fro
Alert Definitions

Type > A Disabled forever

& Content Packs. © Addtags + )
Origin >

& Operations for Logs (On-... [ i (I Audit Events far VMware Cloud SDDC | Hast Shut Dawn Alert
Tags N A host that a vCenter Server system manages got shutdown becau.

[ Log Management @ >
o “ A Disabled forever
& Configuration e > (© Addtags + )

[J & (P Audit Events for VMware Cloud SDDC | User Session Login Alert
User logs in to a vSphere component or when a vCenter Server solu.

A Digabied 1.

ever

(o acdtegs + )

Severity

info

info

origin

Audit Events for VMware Cloud SDDC V2.0

Audit Events for VMware Cloud SDDC V2.0

Audit Events for VMware Cloud SDDC V2.0

Audit Events for VMware Cloud SDDC V2.0

®
@]

Sort By: Enabled First +
Created At

2021-07-23 07:07:36 GMT-06:00

2021-07-23 07:07:36 GMT-06:00

2021-07-23 07:07:36 GMT-06:00

2021-07-23 07:07:35 GMT-06:00

Edit alert @

Audit Events for VMware Cloud SDDC | User S @ *

cription:

User logs in to a vSphere component or when a vCenter Server solution user accesses
another vCenter Server service.

®  Query ¥ Select or write a query

Audit Events for VMware Cloud SDDC | User Login Events  ~uriton -

Search logs for vimw_vmc_audit_svent exists AND vmw_vmc_sudit_svent contains “UserLoginSessionEvent”  SHOW CHART

L] Trigger Conditions and Severity ¥  Define Severity and Conditions

For time period of: Real Time -

Trigger Condition 1

sel severity 1o (nfa)  «

n this case, notify (=] rmougeygvm.. (X) Choose Notilication

| Send to VMware Aria Operations Manager (@

- Recommendations{optional)  ‘Write down recommendations which will be shown in Motifications

SHOW LOGS

]
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VMware Aria Operations for Logs B3 Inbox - Comeast
Alert: [INFO] Audit Events for VMware Cloud SDDC | User Session Login Alert
To: rmougey@vmware.com

vmw VMware Aria Operations for Logs

11 May 2023 at 12:22 AM UTC
@ Audit Events for VMware Cloud SDDC | User Session Login Alert

Description
User logs in to a vSphere component or when a vCenter Server solution user accesses another vCenter Server service.

All |OQS Showing the matching result

<99>1 2023-05-11T00:22:04.408243+00:00 vcenter vpxd 58585 Event [4267@] [1-1] [2023-85
11700:22:04.40527Z] [vim.event.UserLoginSessionEvent] [infol [VMC.LOCAL\fleetmanagement] [] [4267@]
[User VMC.LOCAL\fleetmanagement@l27.8.@.1 logged in as VMware vim-java 1.0]

View alert in VMware Aria Operations for Logs (5aaS)

nc. 3401 Hillview Ave. Palo Alto CA 94304 USA Tel 1-877-486-9273

Canvraht © 7020 Yhwars (ne All riahte racarmd UNwars (e 3 renictarad teadamark nf Vidwara Ine Tha eantent and linke in thic smail rantain infarmatian

@ Note: You can also create custom alerts.

42. In the left pane, click Content Packs to review the available content packs for Log Insight

Cloud

43. Notice that not all content packs are enabled. Enabling a content pack allows Log Insight to

begin processing log messages for the system
44. If Disabled, Enable the content packs for:
« Audit Events for VMware Cloud SDDC (v2)
+ General
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Content Packs

EXPORT CONTENT

O, What content pack are you looking for?

Enabled @  Public @  Private @

(Al @) ( vMware Cloud @) ( Applications @) ( Others @)

VMware Cloud (6)
Audit Events for VMware Cloud SDDC

This content pack provides powerful insight into audit events
generated in the VMware Cloud SDDC environment allowing
administrators to audit, monitor and troubleshoot activity in
their environment

©

VERSION 2.0 Enabled Versions: V2.0

ACTIONS v DETAILS
Disable
Export or VMware Cloud SDDC

This content pack provides powerful insights into the NSX-T
Bl firewall rules, packet traffic rules created in VMware cloud
MR  SDDC along with audit details allowing administrators to audit,
monitor and troubleshoot the behavior of configured rules in

VERSION 6.0~ Enabled Versions: V6.0,V5.0,V4.0

Audit Events for VMware Cloud Services

This content pack provides Audit events for all the VMware
(\) Cloud Services. This includes the Governance aspect of CSP.
v:

VERSION 2.0v  Enabled Versions: V2.0

ACTIONS v DETAILS

VMware - Audit Events for VMware Cloud on AWS

This content pack provides powerful insight into audit events
generated in the VMware Cloud on AWS environment allowing
administrators to audit, monitor and troubleshoot activity in
their environment.

€

VERSION 1.4~ Enabled Versions: V1.4,V1.0

General

The Log Insight Cloud General Content Pack includes the
following dashboards

« Overview - Provides generic information about any events
being sent to your Log Insight instance including errors,

VERSION 4.4 Enabled Versions: V4.4

[Tactions~ ] oeTaws

VMware - NSX-T for VMware Cloud on AWS

This content pack provides powerful insight into audit events
generated in the VMware Cloud on AWS environment allowing
administrators to audit, monitor and troubleshoot activity in
their environment

vm| NSX

VERSION 3.2v  Enabled Versions: V3.2,V3.1

ACTIONS v DETAILS

Applications (1)

Apache - HTTP Server

ACTIONS v DETAILS

Apache HTTP Server, often referred to as just Apache, is an
open-source web server. Like many web servers, Apache
leverages the Apache Common Log Format (CLF) for web

request logging.

VERSION1.0  Enabled Versions: V1.0

ACTIONS v DETAILS

45. Select Public, then Applications

« NOTE: You may need to clear the search bar in order to see the desired results

ACTIONS v DETAILS

46. Enable Apache - HTTP Server and Nginx

47. Select Others

48. Enable the Linux and Linux - Systemd Content Packs, if not already enabled

Content Packs

exporT content |

I Q_ What content pack are you looking for?

Enabled @  Pubic@D  Private @

(A1 @) ( VMware Cloud @) ( VMware Products €) ( Infrastructure @)

Applications (12)
Apache - CLF

This content pack supports any application that follows the
Apache Common Log Format (CLF)

This includes following load balancers and web servers and is
ot limited to only the

VERSION 13

EnaBLE DeTALS

Kubernetes auditing

Kubernetes auditing provides content for audit logs, api server
logs, scheduler logs and controller logs

kubernetes

VERSION 10

EnaBLE DeTAILS

Microsoft - IS

The content pack for Microsoft® IIS® provides you with
information about key entities of any I installation's health
using Operations for Logs (Saas) abilty 1o collect events from
one or more log files.

VERSION 3.

EnaBLE DeTALS

Mysql

MySal, the most popular Open Source SQL database
T\ management system, is developed, distrbuted, and supported
MysGL: by Oracle Corporation

VERSION 10

EnaBLE DeTAILS

Lab 5 - Log Management

Applications @) ( Cloud Services @) ( Others €0)

Apache - HTTP Server

he HTTP Server, often referred to as just Apache, is an
open-source web server, Lie many web servers, Apache
leverages the Apache Common Log Format (CLF) for web
request logging.

VERSION 10 Enabled Versions: V10

ACTIONS~ | pETALS

Microsoft - Active Directory

The content pack for Microsoft Actve Directory® provides
ou wih formation about key entiesof any AD ntalato's

PENBJ catn using Gperatons for Logs (Saa) abity to moritor
Windows» Event Logs.

VERSION 3.3

ENABLE DETALS

Microsoft - SharePoint

The content pack for Microsoft® SharePoint® (SP) provides
You with information about key entities of any SharePoint
Server installation's health using Operations for Logs (Sas)
abilty to collect events from one or more log files.

VERSION 3.0

ENABLE DETALS

Nginx
Nainx is an open-source web server and load balancer. Like
. many web servers and load balancers, Nainx leverages the.
NGIUX  apache Common Log Format (CLF) for web request logging.
NOTE: This content pack s for informational purposes oniy. If

VERSION 10 Enabled Versions: V10
ACTIONS~ | pETALS

Disable

Export

HAProxy

HAProxy is an open-source load balancer, Like many load
balancers, HAProxy leverages the Apache Common Log
Format (CLF) for web request logain

HAPROXY  NOTE: This content pack i for informational purposes only.

VERSION 10

ENABLE oETALS

Microsoft - Exchange2013+

The content pack for Microsoft® Exchange® provides you with
/3] information about key entites of any Microsoft® Exchange®
| instatation's neaitn using Operations for Logs (Saas) abilty to
collect avents from one or more log files and monitor

VERSION 11

ENABLE oETALS

Microsoft - SQL Server

The content pack for icrosofts SGL Server® provides you
with nformation about key entites of any Microsoft® SOL

{@]M <crvcre nstatation's heath using Operations for Logs (SasS)
abity to colectevents from one or more 0g fes.

[7]

VERSION 3.4

ENABLE oETALS

Puppet Enterprise

puppet

abs
VERSION 10

ENABLE oETALS
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Others (28)

Avista - EOS

49. Click on Dashboards. In the search bar type the name of one of the content packs you
enabled (Linux, Nginx etc). You'll now notice additional dashboards (Activity, Alerts, etc...)

Task 3 - Application Logs

—

In the log Insight cloud interface expand Configuration

2. Click Cloud Proxy

If there are any existing inactive Proxies, click Delete and confirm the deletion to remove
them

Click ADD Proxy

Click Existing

Select the Aria Automation Proxy you deployed earlier

Click Add

oukWw
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Add Existing Cloud Proxy

The following list contains Cloud Proxies across multiple services. Select a Cloud Proxy from VMware Aria Operations for Logs, VMware Aria Hub, or VMware Aria
Automation to add to your environment.

Name Status IP address Creation date

) AA-Proxy_3-01 @ ACTIVE 192.168.201.3 May 03, 2023 VMware Aria Automation Assemb

CANCEL

Cloud Proxies Cloud Native Collectors

Cloud Proxies (1) C CONFIGURE NOTIFICATIONS

Search for Cloud Proxies by Name O\ ‘
Name Status 1P address Creation date 1 | Services
AA-Proxy_3-01 © ACTIVE 192.168.201.3 May 03, 2023 (" VMware Aria Automation Assembler - SDDC ) (_ VMware Aria Operations for Logs )

7. Inthe left pane under the Configuration section, click Operations for Log Agents
8. Under Agent Configuration clink New next to File Logs, add configuration settings for the
following. Note: hit Save as you complete each section.
+ MongoDB
+ Directory: /var/log/mongodb
* include files: *.log

+ syslog
+ Directory: /var/log
* Include files: *.log

+ docker
+ Directory: /var/lib/docker/containers
* Include files: *.log
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Build

Edit
Servers NEW+
General NEW+
Common NEW+

Windows Event Log NEW+

NEW +

File Logs
MongoDB

syslog

docker

Journal Logs NEW+

Parsers NEW+

[filelog|MongoDB]

Directory: (-"Ivarllo%monﬁodb ’

Event marker: @
Include files: @
Raw Syslog: @

Tags @
mongodb  log )

NEW TAG

Exclude fields:

Whitelist filter expression: level > WINLOG_L
Blacklist filter expression:

Parse fields by: None

Eventid; ProviderMame; _..

EventlD == 4688 or Event

Exclude files:

D == 5447

@ Enabled:

Character set: UTF-8 @

hidden log; secur?.

6]

©)

L_SUCCESS and level < WINLOG_LEVEL_INFO

® ©

9. Atthe top of the page, in the Agents search field, click the drop-down and select Create
New Group

10. Name the Group Linux_XX (Linux_01) matching your student number

11.

Click OK

VMware Aria Operations for Logs Agents

O, ail Agents

Search for group

Available Templates

All Agents

1P Adaress v

Hostname ¥ | version

Agent Configuration @

I order to centrally manage agent group

Linux

Linux

Linux -
Linux -
Linux -
Linux -

Linux -

n}
o
Events Sent Events Sent/sec Oropped Events

SLES (warn) in
SLES (warn) i
Systemd i
r

Ubuntu ke 30 o aconts found
Ubuntu (kern) FAL|

Create New Group

ations, use one of the methods below,

The Bulkd tal pravides promats with 2 eraghical user interface. Alternatvel, the Edit ta allows vou to edit the configuration file manually

Buid  Edit
Servers NEW
S . Lfilelogldocker]
Common NEW:  Directory: fvar/lib/docker/containers @ Enabled: @
Windows Event Log NEME T Event marker: © Character set: UTF-8 = (D
ANED e Include files: *.log (0] Exclude files: hidden.log; secur?. @
MongeDB & x
Raw Syslog: [ | @
syslog & %
docker 2 x “f:@
Journal Logs nEwe NEW TAG
Parsers news  Exclude fields: Eventld; ProviderName; ... @
Whitelist filter expression: level > WINLOG_LEVEL_SUCCESS and level < WINLOG_LEVEL_INFO (D)
Blacklist filter expression: EventlD == 4688 or EventiD == 5447 ©

Parse fields by:

None @

Uptime

@D Auto-update of configurstion @ @) Auto-upgrade of version @

0 Agent(s) @

Status T

1-10 of @ agents
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New Agent Group

Name
Linux_31

Info

12. Configure the Group as follows:
* Filter
+ OS
+ Starts with
+ Ubuntu*

VMware Aria Operations for Logs Agents

O\ Linux_31 v

Linux_31 vom

Use filters to select which agents receive the Agent Configuration below.

os .~ starts with v (Countu O Q

-+ ADD FILTERS X CLEAR ALL

23 Agent(s) @

IP Address Y | Hostname Y | Version os Last Active Events Sent Events Sent/Sec Dropped Events Uptime Status JONR 4
192.168.229.142 frontend 8.6.2.19075480 Ubuntu 20.04.3 LTS May 22, 2023, 4:20:15 PM (o] 0.00 o 53m 38s Active
192.168.229.141 queue 8.6.2.19075480 Ubuntu 20.04.3 LTS May 22, 2023, 4:20:06 PM o 0.00 o] 55m 17s Active
192.168.229.36 nats 8.6.2.19075480 Ubuntu 20.04.3 LTS May 22, 2023, 4:20:05 PM o 0.00 o] 57m 19s Active
192.168.229.71 api 8.6.2.19075480 Ubuntu 20.04.3 LTS May 22, 2023, 4:20:02 PM o 0.00 o] 55m 21s Active
192.168.229.140 mongodb 8.6.2.19075480 Ubuntu 20.04.3 LTS May 22, 2023, 4:20:16 PM 3 0.00 o} 59m 7s Active
192.168.229.68 mongodb 8.0.0.14743436 Ubuntu 20.04.3 LTS May 22, 2023, 2:26:59 PM o 0.00 o] 2h1m Disconnected
192.168.229.18 queue 8.0.0.14743436 Ubuntu 20.04.3 LTS May 22, 2023, 2:26:30 PM o 0.00 o] 1h 57m Disconnected
192.168.229.134 frontend 8.0.0.14743436 Ubuntu 20.04.3 LTS May 22, 2023, 2:04:18 PM o 0.00 o] 2h 30m Disconnected
192.168.229.136 api 8.0.0.14743436 Ubuntu 20.04.3 LTS May 22, 2023, 2:26:54 PM o] 0.00 o 1Th 57m Disconnected
192.168.229.35 frontend 8.0.0.14743436 Ubuntu 20.04.3 LTS May 22, 2023, 2:26:34 PM o} 0.00 o) 1h 56m Disconnected

1-10 of 23 agents 173 >

Agent Configuration @

In order to centrally manage agent group configurations, use one of the methods below.

Tha Ruiild tah nravidac nramnts with 3 aranhical icar intarfara Altarnativaly tha Frit tah allmwe vnit ta adit tha canfiniration fila maniaii
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13. Under the Agent Configuration section add the following configuration settings:
+ Under General Click New, and add the general section logging
+ Set the logging level to verbose

+ Click Save
+ Under Common Click New, and add the section global

* Click Save

(ﬁ.gent Configuration @ )

14. In the Agent Configuration section, Under Parsers, Let's create and define 4 parsers:
1. Next to Parsers Click New, name the section syslog_appname_parser

+ Set the Parser to use/extend to CLF (default Common Log Format)
+ Set Format to:

<p>%{appname}i[%{thread id}i]l</p>

ILJ Click to copy
Click Save

2. Next to Parsers Click New, name the section syslog_parser

+ Set the Parser to use/extend to CLF (default Common Log Format)
« Decode Field click Add

+ set the field to appname
+ set the value to syslog_appname_parser

+ Set Format to:

<p>%t %1 %${appname}i: $M</p>
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ILJ Click to copy
Click Save

3. Next to Parsers Click New, name the section auth_Parser_sles
+ Set the Parser to use/extend to CLF (default Common Log Format)
+ Set Next Parser to syslog_parser
+ Set Format to:

<p>%t %1 %{appname}i[%{thread id}i]: password changed - account=%{linux user}i,
uid=%${uid}i, %i</p>

ILJ Click to copy
Click Save

4. Net to Parsers Click New, name the section auth_Parser
+ Set the Parser to use/extend to CLF (default Common Log Format)
+ Set Next Parser to syslog_parser
+ Set Format to:

<p>%t %i %{appname}i[%{thread id}i]: password changed - account=%{linux user}i,
uid=%${uid}i, %$i</p>

L Click to copy
Click Save

Agent Configuration (3)
Build Edit
[parserlauth_Parser_sles]

nd: CLF (default Commeon Log Format) @

domain_nam

syslog_parser Gl @

15. In the Agent Configuration section, Under File Logs, Let's create and define 4 log
configurations:
1. Next to File Log Click New, name the section auth
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Set the Directory to: /var/log
Set Include files to: auth.log;auth.log.?
Tag Field click New Tag

+ set the field to vmc_cp

+ set the value to linux

Set Parse fields by to: auth_parser
Edit

[fileloglauth]

Directory: /var/log

Ch et: UTF-8 @

- auth.log;auth.log.? @j-‘j Exclude files: hidde

VINLOG_LEVEL_INFO

EventlD == 5447

auth_parser @ @

Click Save

2. Next to File Log Click New, name the section messages
+ Set the Directory to: /var/log
+ Set Include files to: messages;messages.?
+ Tag Field click New Tag
+ set the field to vmc_cp
+ set the value to linux

+ Set Parse fields by to: syslog_parser
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Agent Configuration (i

[fileloglmessages]

/var/log

syslog_pars

Click Save

3. Next to File Log Click New, name the section syslog
+ Set the Directory to: /var/log
+ Set Include files to: syslog;syslog.?
+ Tag Field click New Tag
+ set the field to vmc_cp
+ set the value to linux

+ Set Parse fields by to: syslog_parser
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Agent Configuration

logging : [fileloglsyslog]

Directory: Jvarflog

syslog;syslog.?

vmw_cp

Exclude fields:

Whitelist filter expression: leve

Character set: UTF-8

Eventld; ProviderName

> WINLOG_LEVEL_SUC
ventlD == 5447

syslog_parser

hidden.log; secur?

el < WINLOG

LEVEL_INFO

Click Save

4. Next to File Log Click New, name the section docker

+ Set the Directory to: /var/log
+ Set Include files to: docker
+ Tag Field click New Tag

+ set the field to vmc_cp

+ set the value to linux

+ Set Parse fields by to: syslog_parser
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Agent Configuration (3

ild t;

Build Edit

[filelog|docker]

Ivarflog

Click Save
16. Atthe top of the VMware Aria Operations for Logs Agents page choose All Agents in the
search field

VMware Aria Operations for Logs Agents

O\ All Agents

Search for group @ Auto-update of configuration () () Auto-upgrade of version (7)
Active Groups

All Agents
All Agents i
Linux_29 23 Agent(s) @
IP Address Y | Hostname v | Version Available Templates ve Events Sent Events Sent/Sec Dropped Events Uptime Status v
Linux (]
192.168.229.142 frontend 8.6.2.19075480 , 2023, 4:23:15PM o] 0.00 o) 55m 35s Active
Linux - SLES (warn) 30
192.168.229.141 queue 8.6.2.19075480 . = »2023, 4:23:06 PM o] 0.00 o) 57m 15s Active
Linux - Systemd ]
192.168.229.36 nats 8.6.2.19075480 Linux - Ubuntu (kern) # 10,2023, 4:23:.05 PM o 0.00 o 59m 16s Active
192.168.229.71 api 8.6.2.19075480 Create New Group , 2023, 4:23:02 PM o] 0.00 o) 57m 18s Active
192.168.229.140 mongodb 8.6.2.19075480 UDUNU Z0.04.3 LTS wiay 22, 2023, 4:23:16 PM 3 0.00 o) 1h1m Active

You should now see the agents from your Cats & Dog application, there would also be more

than 10 events recorded. Click on the Status field to sort by Active if you see multiple
Disconnected agents.
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VMware Aria Operations for Logs Agents

All Agents

1P Address v
192.168.229.142
192.168.229.141
192.168.229.36
192.168.229.71

192.168.229.140

Hostname v

frontend

queue

nats

api

mongodb

Version

8.6.2.19075480

8.6.2.19075480

8.6.2.19075480

8.6.2.19075480

8.6.219075480

O\ All Agents

os

Ubuntu 20.04.3 LTS

Ubuntu 20.04.3 LTS

Ubuntu 20.04.3 LTS

Ubuntu 20.04.3 LTS

Ubuntu 20.04.3 LTS

Last Active

May 22, 2023, 4:44:15 PM

May 22, 2023, 4:44:06 PM

May 22, 2023, 4:44:05 PM

May 22, 2023, 4:44:03 PM

May 22, 2023, 4:44:16 PM

Events Sent

99

99

98

99

102

@ Auto-update of configuration (f) () Auto-upgrade of version (7)

Events Sent/Sec

0.82

0.83

0.82

0.83

0.82

Dropped Events Uptime
o] 1h 15m
o] Th17m
o] 1h 19m
o] Th17m
o 1h 21Im

23 Agent(s) @
v
Active
Active
Active
Active

Active

Return to the Aria Operations for Logs Explore Logs and observe a change in the data stream.
You can adjust the time band as necessary, 5M - 30M - 1H etc.

Untitled 2

N B

Search logs for text containing... ® - lPartition: ] H | 6H | cusTomMv | |
Display query as text A + apD FILTERS @
Count of events @v over time v C RESET Areav A
200
100
o
16:24 16:26 16:28 16:30 16:32 16:34 16:36 16:38 16:40 16:42 16:44 16:46 16:48 16:50 16:52
Stream Types Alerts Event Trends Ingest timestamp: Newest v »:E2 > Total: 3,652 events
([ ingest_timestamp text »
i > 2023-05-22 <9951 2623-05-22T22:50:43.194171400:60 vcenter vpxd 629 - - Event [6376] [1-1] [2023-85-22T22:56:43.19115Z] [vin.event.UserlLoginSessionEvent] [info] [VMC.LOCAL\perfAgentSvc] [] Fields [nFields Library
16:50:53.495 -0600 [6376] [User VMC.LOCAL\perfAgentSvc@10.230.9.4 logged in as VMware vim-java 1.0] hostname
appname

Conclusion
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