Lab 09 - Working with Containers

Introduction

Containers are semi-isolated environments in which applications, or parts of applications,
can run. Unlike VMs which run entirely separate OSes, containers directly share resources
with the OS of the server that hosts the containers. This makes containers more efficient

than VMs because each containerized environment does not require a complete guest OS.

Moreover, containers are isolated at the process level from other containers, as well as
non-containerized processes that run on the server. This isolation makes containers more
secure than multiple applications that run directly on a host server. Each container can
have different environment parameters, rather than all containers sharing a common
configuration.

Technology to deploy applications inside containers has existed since the introduction of
the Unix chroot call in the 1970s. Containers became massively popular in the mid-2010s
with the introduction of Docker and Kubernetes, which provided tooling that made it easier
for developers to create and manage containerized applications.

¢ Tolearn more about containers and their benefits, refer to the course content and see
Containers 101 course on KubeAcademy
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https://kube.academy/

Virtual Machine Container

TASKS

Task 1 - Run your first container

In this lab, you will run your first Docker Container. For this lab, you will use a dedicated
Windows 10 Desktop with all of the tools and applications needed to build run containers,
and Manage a Kubernetes Environment. This Desktop can be accessed via RDP from within
your VDI desktop session (There is an RDP shortcut on the VDI desktop to it). The windows
10 Desktop has Docker Desktop among other tools installed.

Docker Desktop is an easy-to-install application for your Mac or Windows environment that
enables you to build and share containerized applications and microservices.

It provides a simple interface that enables you to manage your containers, applications, and
images directly from your machine without having to use the CLI to perform core actions.

Docker Desktop includes:

Docker Engine
Docker CLI client
Docker Compose
Docker Content Trust
Kubernetes
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* Credential Helper

Docker Desktop works with your choice of development tools and languages and gives you
access to a vast library of certified images and templates in Docker Hub. This enables
development teams to extend their environment to rapidly auto-build, continuously
integrate, and collaborate using a secure repository.
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¢ Note: Docker Desktop is free for small businesses, personal use, education, and non-
commercial open source projects. See https://www.docker.com/blog/updating-
product-subscriptions/ for more information.

From your Laptop/desktop open a new Google Chrome Incognito window
Type https://vdi.27virtual.net in the browser address bar
Click the checkbox "Check here to skip this screen and always use HTML Access"
Click VMware Horizon HTML Access
When prompted log in as: (Get the login details from the Student Assignment
Spreadsheet)

+ Username: VMCExpert#-XX (where # is the Environment ID and XX is your student

number)
+ Password: {Password-Provided-by-Instructor}

Select the available Desktop pool
Once the VDI Desktop has loaded, Click on the "Tanzu Lab Desktop" RDP Shortcut
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https://hub.docker.com/
https://www.docker.com/blog/updating-product-subscriptions/
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e | vdi.27virtual.net @

VMware Horizon

You can connect to your desktop and applications
by using the VMware Horizon Client or through the
browser.

The VMware Horizon Client offers better
performance and features.

4 @)

Install VMware VMware Horizon
Horizon Client HTML Access

the full list of VMware Horizon Clients, click here.

For help with VMware Horizon, click here.
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8. If prompted for a password to the RDP session, type the following

+ Password: {Password-Provided-by-Instructor}
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A NOTE: From this point on all lab steps must be performed from this RDP session not
your laptop/desktop or the VDI session. The tools needed to are only installed here.

¢  Once you've successfully logged into the Tanzu desktop, it takes a min or two for
Docker Desktop to start. Please wait for Docker to start before proceeding

9. Once Docker has started successfully, notice that there are currently no Containers. To
confirm this, in the left pane click
+ Containers

10. From the Tanzu Desktop Taskbar or Start menu click Windows Terminal.

A f prompted, Click Yes to process

v Hoal 10.10.101.101 -8 x b
L A U RO RRTEN

[c+k | & o sionin @

Docker Desktop  Upgrade plan Q, search

Containers Give reedbacc =

A container packages up code and its dependencies so the application runs quickly and reliably from one computing environment to another. Leam more

@ containers

o 'mages

&8 Volumes

§ S DevEnvironments seTa H"l

i Extensions N
Run a Sample Container

! @ Add Extensions

Try running a container: Copy and paste this command into your terminal and then come back

docker run -d -p 88:806 docker/getting-started I—n

Explore more in the Docker Docs

Guides AT
xpert Worksk

z Q m NGINX Z @ Main Cons:
DESKTOP-64

e in-memory key-value store that functions A b server, reverse proxy, load balancer
ver

n open-source wel
and HTTP cache,

10,

01

10.
172,

Windows 10
RAM 162GB GPU4.30% W Not connected to Huo v4163 @+
Username: Student

s
Type here to search | = 51°F Mostly cloudy
Y b 4 & y cloudy

11. At the Windows Terminal Prompt Type the following to run the Docker Getting Started
application as a container:

<p>docker run -d -p 80:80 docker/getting-started</p>
I Click to copy
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@ NOTE:

-d = detached mode

-p = port mapping [host port]:[container port]
docker/ = docker registry

getting-started = container name

12. Once the command completes successfully, you'll notice the Docker Desktop User Interface
now shows 1 container

getting-started
Unable L0 tind lmage 'docker/geliing-started:latest' locally

Pulling from docker/getting-started
complete
: Pull complete
¢ Pull complete
: Pull complete
: Pull complete
9b6f639ec6ea: Pull complete Docker Deskiop  Upgrade plan Q, search
ee68d35U9ec8: Pull complete
¢ Pull complete .
: Pull complete @ containers Containers i eedback =
79336F1812b6517a 5U80ddes

A container packages up code and its dependencies 50 the application runs quickly and reliably from one computing environment to
@ 'mages another. Learn mare

Volumes

@ Dev Environments Beta @= Only show running containers Q H
EREToeT (] Name Image Status Port(s) Started Actions
awesome_mat: .
n - docker/getting-started 80:80 1 minute ago
@ Add Extensions [m} © Uzsam:saeaue{ getting-started  Running & g] n

Showing 1 items

RAM1.88GB CPU2.36% W Not connected to Hub v4.163 Q"

13. From the Tanzu Desktop (RDP session), Launch Firefox, Edge or Brave
14. In the browser Address bar type:

+ http://localhost
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http://localhost/

10.70.101.101 =
® Getting Started - Getting Started X+ v O X

q C A @ localhost/ttorial/ e | @ Y. 4 0oG& =
4 dockerlgetting started =
Getting Started Q, Search e Sy e

Getting Started Table of contents

The command you just ran

The Docker Dashboard

The command you just ran Whal s & container?

What is a container image?
Congratulations! You have started the container for this tutoriall Let's first explain the command that you just ran. In case you
forgot, here's the command

docker run -d -p 88:80 docker/getting-started

You'll notice a few flags being used. Here's some more info on them
« -d -run the container in detached mode (in the background) %
« -p 88:88 - map port 80 of the host to port 80 in the container
» docker/getting-started - the image to use
© Protip
You can combine single character flags to shorten the full command. As an example, the command above could be written as:

docker run -dp B8:B8 docker/getting-started

Tha Narkar NachhnarAd

15. In the Docker Desktop User Interface, Select your Docker Getting Started application
16. Click Stop, to stop the application

Docker Desktop  Upgrade plan Q, Search & O Signin @

m Containers Containers Give feedback =

) A container packages up code and its dependencies so the application runs quickly and reliably from one computing environment to another. Learn more

& 'mages

i Volumes @
| @®» Only show running containers m Q, search :

@) Dev Environments seta

Name Image Status Port(s) Started Actions
| Extensions : @
ﬁ] awesome_mats docker/getting-started  Running 80:80 @ 8 minutes aga m H [}

_ 02564134280 ||
(@ Add Extensions
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Task 2 - Build your first Container Image

In this task, you will build your container image based on nginx and will run this image on
your Tanzu Desktop. This lab uses a pre-built Dockerfile and two HTML files, both of which
are found in C:\Lab_files\VCE\Containers.

A Dockerfile is a text document that contains all the commands a user could call on
the command line to assemble an image. Using docker build users can create an
automated build that executes several command-line instructions in succession. This page
describes the commands you can use in a Dockerfile

A Docker image is a read-only template with instructions for creating a Docker container.
Often, an image is based on another image, with some additional customization. For
example, you may build an image that is based on the ubuntu image but installs the Apache
web server and your application, as well as the configuration details needed to make your
application run.

You might create your own images or you might only use those created by others and
published in a registry. To build your image, you create a Dockerfile with a simple syntax for
defining the steps needed to create the image and run it. Each instruction in a Dockerfile
creates a layer in the image. When you change the Dockerfile and rebuild the image, only
those layers which have changed are rebuilt. This is part of what makes images so
lightweight, small, and fast when compared to other virtualization technologies.

&

- iy

Docker file Docker Image Docker Container

1. In the Tanzu RDP Session Click Lab Files on the desktop
2. Click VCE, then Containers to view the Contents of C:\Lab_files\VCE\Containers
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You'll notice 2 HTML files and 1 Dockerfile

Right-Click Index.html and Edit with Notepad ++

In Notepad ++ Replace {VMCEPERT#-XX} with your First and Last name
Click File --> Save Menu to save the file

ok w

L’J o Files\WCE\Containersiindex. html - Notepad+ +
File\*tuf( Search Wiew Encoding Language Settings Tools Macro Run Plugins Window 7

s JHEIGa s Mbhochy 2% EBE ST ERERNE® DTy EE

B bockedie £ [= index.hmi E3 ‘E help.htm ._i|

Copyright 2022 VMware, Inc.
SPD¥-License-Identifier: BSD-Z2-Clause

Hello World!!!

i </p= e

Welcome <font color="red"><pgRelihlahla Mandelal/b> </font> this is your first container
: ] < /o=

o px

Visit the <a href="./help.html"> <brhelp page</b> </ag>

7. Back in windows Explorer, right-click the dockerfile and Edit with Notepad ++, to review
how a container is built

Q¢ Testyour understanding:

+ What is the base layer?
« What port will the container be available on?
* Is there any way to re-write this Dockerfile to reduce the number of layers it contains?
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File Edit Search View Encoding Language Settings Tools Macro Run Plugins Window 7
HE L8 A Bbhachy 2= EES1EIERHD® [ =D W

H Dockerfile £ |H index.html £3 [l help.hmi le

H Copyright 201% VMware, Inc.
$# SPDE-License-Tdentifier: BSD-2-Clause

[= L B2}

FROM nginx:alpine

[+

COPRY index.html fusr/share/nginzx/html/index.html

oo -=J M

COPY help.html fusr/share/nginx/html/help.html

10 EXPOSE 80

We will now use this dockerfile to build a new container image

8. In Windows Terminal, type the following commands to change directory to the location of
the dockerfile and build the image

<p>cd c:\lab files\vce\containers
docker build -t nginx:task2 .</p>

I Click to copy

@© NOTE: Make sure to include the . (dot / point) at the end of the 2nd command
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B powerShell ¥ @ vmware@Tanzu-DT-201: ~ X ||

PowerShell 7.2.6
Copyright (c) Microsoft Corporation.

https: //aka.ms/powershell
Type 'help' to get help.

Loading personal and system profiles took 1l4ims.

Student@Tanzu-DT-201 =

docker run 80:80 docker/getting-started
b6‘418bba'?ﬁad124666d84¥93b8bf5&3{:13fa'®b5242F2589-F929a497c1952ab

dent@lanzu—0 ()
cd C:\Lab_Files\VCE\Containers\
p StudenteTanzu-D1-J61 —C: > Tab
docker build nginx:task2 .

[+] Buillding 9.9s (&/8) FLNLSHED

time
10. Select Images in the left pane
Notice you now have a new Image Names "nginx"

Docker Deskiop  Upgrade plan Q, Search

@ containers Images Give feedback =

[orix]

Animage is a read-only template with instructions for creating a Docker container. Learn more

A
& Volumes Local Hub
@) Dev Environments seTa

Refresh to see disk usage 21mages
Extensions :

(® Add Extensions

Last refresh:

Signin €

about 17 hoursage (¥

Click the Docker Desktop User Interface, you'll notice there aren't any new containers at this

O Name Tag Status Created Size Actions
( ] :;i;rxsfgnsfb 0 task2 J Unused less than a minute a 4071MB  » [}
O :::3‘;?;’;‘;;%'Staned latest In use about 2 months ago 46.95MB » ]
Now, let's run a new container from this local image just built
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11. In Windows Terminal, type the following command to run (deploy) a new container from an
image

<p>docker run -d -p 8080:80 nginx:task2</p>

ILJ Click to copy

Student@TANZU-DT-1-81 C: Lab_Files Containers

docker run 8680:80 nginx:task
2ceh2U336+cluddldtudtalbagg33slc27cbbd8+u373u3beb39c5U20606cd928e
& Student@TANZU-DT-1-01 C: Lab_Files VCE Containers

12. Click the Docker Desktop User Interface
13. Select Containers in the left pane
You'll notice you now have a 2nd Container

Containers cive feedvack =

A container packages up code and its dependencies so the application runs quickly and reliably from one computing envirenment to another. Learn more
& 'mages

Volumes
[ ] Only show running containers Q,

@) DevEnvironments eea

-] Name Image Status Port(s) Started Actions

Extensions
awesome_matsuma
02564134e80e |—|:|

((ﬂ] dazzling_mendelee' | 1acko ) Running 8080:80 B3 1 minute ago m

docker/getting-start Exited 80:80 2 > i []

(® Add Extensions

O
-

2c6524330fc1 [

14. Launch Firefox, Edge, or Brave
15. In the browser Address bar type
+ http://localhost:8080/index.html
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http://localhost:8080/help.html

@ localhost8080/index html x +
< & @ localhost:8080/index.html
Hello World!!!
Welcome Rolihlahla Mandela this is yvour first container

Visit the help page

16. In Windows terminal type the following commands to identify your docker images, stop and
delete them

<p>docker ps -a

docker stop {container ID}

docker rm {container_ID}</p>

L) Click to copy

[J [ Administrator: PowerShell

dent@TAN H Lab_Files VCE Containers
docker ps
CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS NAMES
2c652043308Fcl nginx:task2 "/docker-entrypoint.." 5 minutes ago Up 5 minutes 0.0.0.08:8080->808/tcp dazzling_mendeleev
0256U134e80e docker/getting-started " /docker-entrypoint.." 31 minutes ago Exited (8) 21 minutes ago awesome_matsumoto

udent@TANZU-DT-1-61 _ C:

docker stop 2c652U336fcl 8256U13Ue88e
2c652U338+cl
8256U131e80e

docker rm 2c6520U3368fcl 8256413Ue88e

2ceb2U330+cl
92564134e80e

%  Student@TANZU-DT-1-01 _ C: » Lab_Files » VCE » Containers J

17. In the docker GUI, confirm that the containers have been deleted
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Docker Desktop  Upgrade plan Q, Search [‘ctri+k | & O Sionin O

m Containers Containers Give reedback =

A container packages up code and its dependencies so the application runs quickly and reliably from one computing environment to another. Learn more

& 'mages

imn Volumes

@) Dev Environments sera ’

Extensions .
Run a Sample Container

(® Add Extensions

Try running a container: Copy and paste this command into your terminal and then come back

docker run -d -p 88:88 docker/getting-started Ii

Explore more in the Docker Docs

Guides

Conclusion

Containers require less system resources than traditional or hardware virtual
machine environments because they don't include operating system images.
Applications running in containers can be deployed easily to multiple different operating
systems and hardware platforms.

The use of containers to increase speed of deployment and portability for modern
applications is growing rapidly. Now part of the standard architecture for cloud-native
businesses, Gartner predicts that, by 2025, 85 percent of organizations will run
containers in production, up from less than 30 percent in 2020

The biggest advantage of using Containerization is that the applications are platform-
independent. A container will already contain everything that the application needs. It will
come with various configuration dependencies and files. This will allow you to run your
application on any computer you wan

Docker is a software platform that allows you to build, test, and deploy applications
quickly. Docker packages software into standardized units called containers that have
everything the software needs to run including libraries, system tools, code, and runtime.
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Docker images contain all the dependencies needed to execute code inside a container, so
containers that move between Docker environments with the same OS work with no
changes. Docker uses resource isolation in the OS kernel to run multiple containers
on the same OS.

Docker is an open-source container technology used by developers and system admins
to build, ship, and run distributed applications. Docker has been a game-changer since
its release in 2013. It has become a massively popular containerization technology.
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