Lab 07 - Inter-SDDC and Native VPC
Connectivity

Introduction

An SDDC deployment group uses VMware Transit Connect to provide high-bandwidth, low-
latency connections between SDDCs in the group and to other VPCs in the same region. You
can also add a Direct Connect Gateway (DXGW) to provide centralized connectivity to your
on-premises SDDCs.

An SDDC deployment group (SDDC Group) is a logical entity designed to simplify the
management of your organization's VMware Cloud on AWS resources at scale. Collecting
SDDCs into an SDDC Group provides several benefits to an organization with multiple
SDDCs whose workloads need a high-bandwidth, low-latency connection to each other. All
network traffic between group members travels over a VMware Transit Connect network.
Routing between compute networks of all SDDCs in a group is managed automatically by
VMware Transit Connect as subnets are added and deleted. You control network traffic
among group member workloads with compute gateway firewall rules.
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€ VMware Transit Connect is a VMware Managed Transit Gateway. It Eliminates the
overhead of self-deploying and managing complex configurations to establish a
connectivity fabric across VMware Cloud on AWS SDDCs, AWS VPCs, and on-premises
environments.

VMware Transit Connect easily enables connectivity across environments and adds
networks with automatic set up of all the necessary routing policy configuration,
transparent to the user. The solution is based on the highly available AWS Transit
Gateway. It integrates with AWS Direct Connect Gateway to simplify connectivity to on-
premises data centers.
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€ Any organization member who has a VMC service role of Administrator or
Administrator (Delete Restricted) can create or modify an SDDC Group.

In this lab, we will first create an SDDC Group with a single SDDC, the purpose of this
exercise is to show that an SDDC group can contain a single SDDC, but also to highlight
that the VMware Transit connect of the SDDC Group can be used to allow high-
bandwidth, low-latency connectivity from SDDC(s) in a group to Native AWS VPC(s).
We'll later | the lab, create a new SDDC Group, and populate it with 2 SDDCs.
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TASKS

Task 1 - Create a Single SDDC SDDC Group

In the Google Chrome Browser from the VDI desktop

1. Click the VMware Cloud SDDC bookmark
+ Login as vmcexpert#-xx@vmware-hol.com (Where # is the Environment ID and xx is
your student number) i.e. vmcexpert1-01@vmware-hol.com
+ Password = VMware1!

2. Navigate to the SDDC item in the menu. You should see both your SDDC and your partner's
SDDC

3. Inthe top right, Click Actions
4. Under the Actions Dropdown Click Create SDDC Group
5. In the Name and Description page Name the Group vmcexpert#-XX-SDDC-Grp (Where #
is the Environment ID and xx is your student number)
6. Click Next
Software-Defined Data Centers o cREATE s0DC ﬁmgsﬂ
(SDDC) . - IoD\.:‘C“?ae Term Subscription l

& VMCEXPERT3-02 D VMCEXPERT3-01
Region EU (Frankfurt) Clusters 1 Region Cluster
Type VMC on AWS Hosts 1 Type Hosts
Availability Zones eu-central-1b Cores 36 Availability Zones Core:
CPU Memory Storage CPU Memory Storage

82.8 GHz 512 GiB 10.37 TiB 82.8 GHz 512 GiB 10.37 TiB

VIEW DETAILS OPEN VCENTER ACTIONS V VIEW DETAILS OPEN VCENTER ACTIONS WV
BACK TO TOP GO TO GRID VIEW

7. On the Membership page Select <your SDDC>
NOTE: Only add your Student SDDC to the group
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o

10.
11.
12.
13.

Click Next

on the Acknowledgment page Check the Configuring VMware Transit Connect for your
group will incur charges per attachment and Data Transfer checkbox

Click Create Group

Monitor the Group creation status (this could take up to 10 minutes to complete)

While you are waiting, review the blue box below and explore the SDDC Groups tab

Click View Details once the status changes to Connected

1. Name and Description Create a name and description for your group
Name vmcexpert3-01-SDDC-gr g
Description

=

2. Membership Select SDDCs to be part of your group

3. Acknowledgement Review and acknowledge reguirements before creating the group
vmcexpert3-01-SDDC-Grp —
Summary vCenter Linking Direct Connect External VPC Routing Support

Description: No description provided. You can add a description by accessing the Edit Group option in the actions menu.

Transit Connect Status: CONNECTED

5DDCs

Name SDDC ID SDDC Version Management CIDR Location Connectivity Status

VMCEXPERT3- 3740b298-9D84-46C3-92%e- . P P
o1 25c84816dbab 115.0.7 10.101.0.0/20 EU (Frankfurt) COMNMNECTED

€ While waiting for the process to complete, let's review the SDDC Group tabs

vCenter Linking Tab Allows Cloud administrator to log in as cloudadmin@vmc.local
and use the vSphere Client to manage all the vCenter Server systems in the group. If
the cloudadmin@vmc.local account configures these systems to use single sign-on,
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then users with accounts in that single sign-on domain can access all the linked
systems in the group.

After vCenter linking has been enabled in an SDDC group, the vCenter Server systems
in SDDCs added to the group are linked automatically, and vCenter Server systems in
SDDCs that are removed from the group are unlinked automatically.

Direct Connect Gateway Tab After you create an SDDC Group, you can attach an
AWS Direct Connect Gateway to it to support high-bandwidth, low-latency connections
to your on-premises SDDC.

VMware Transit Connect handles all compute and management network traffic among
SDDC group members. Many SDDC group members will also need to make network
connections to external endpoints such as on-premises SDDCs, VPCs outside the
group, and AWS services that run in them. To enable these kinds of connections,
associate an AWS Direct Connect Gateway with the group's VMware Managed Transit
Gateway.

Attaching a Direct Connect Gateway to the SDDC group is a multi-step process that
requires you to use both the VMC Console and the AWS console. You use the VMC
Console to make the VTGW (an AWS resource) available for sharing. You then use the
AWS console to accept the shared resource and associate it with the Direct Connect
Gateway you'd like to attach to the SDDC Group.

VPC Connectivity Tab Once the SDDC Group has been configured, you can add
existing Native AWS VPC to the group. Doing so allows the VMware Transit connect to
establish and manage a High-bandwidth, low-latency connection between the SDDC
and the Native VPC(s).

Routing Tab The Routing tab displays all of the learned routes to the VMware Transit
connect as well as all of the Advertised routes from the Transit Connect.

¢ Note: SDDC Groups will typically include 2 or more SDDCs and not a Single SDDC as we
have done in this task. The only exception is when you have one or more Native AWS
VPC with Services you need to consume in your SDDC or vice-versa and/or connect
your On-Premises to your SDDC(s) via a Direct Connect Gateway.
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Task 2 - Connect a Native VPC to your SDDC Group

Task 2.1 - Associate you AWS account with the SDDC Group

Click the SDDCs tab

Click view details at the bottom of your SDDC tile

Click Networking & Security tab

In the left pane, click Connected VPC

Record the AWS Account ID, We will use it to Attach a Native VPC to your SDDC Group

ukhwn =

(\) VMCEXPERT3-02 | vMconaws @ EU Central (Frankfurt

Ne‘.wo’k\rq&Sa\g{y Add Ons ntenance Troubleshoot Settings

v Connected Amazon VPC )
Network

%i%rents Routing Between Your SDDC and the

VPN

Connected VPC ©
VMware Cloud on AWS adds routes to the main
route table (default route table) o

Connected VPC upon creation. We d
update this route table to reflect route chan

over time. We do not update any entries that
you manually add to this route table or any
other route tables

AWS Account ID VPCID VPC Subnet Active Network Interface
824407 1 vpc-0f27782e03caalf62 subnet- eni-052d707d88bf66c48
0e6c44262a9190597
172102.16.0/20 | eu-

central-1b
Tools
PFIX IAM Role Names
Port Mirroring arn:aws:iam:824407877961:role/vmware-sddc-formation-abbc900f-b3c2-4d6-RemoteRole-DD3IOHH7SXN
A arn:awsiam:824407877961role/vmware-sddc-formation-abbc900f-b-RemoteRoleService-IFYBENZ 24 40D
dentity Fire AD

CloudFormation Stack Names
vmware-vme

bal Configuration
Service Access

EC2 - Enabled

Direct Connect
Connected vpce S3-Enabled | DISABLE
-

6. Atthe top left hand corner of the page, click All SDDCs

7. Click SDDC Groups

8. Click View Details at the bottom of your SDDC Group Tile

9. Click the External VPC Tab

10. Click Add account

11. In the Dialog, Type in/Paste in the <AWS Account ID> you recorder in Step 5

12. Click ADD

13. Record your Resource Share Name, You'll need it to confirm the association in AWS
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Add AWS Account Association e

Provide the AWS Account ID below to associate the SDDC Group to it. After
the request is initiated, you must accept the request in the AWS account.
Acceptance can take up to 20 minutes. When the association is complete,
you can initiate an attachment request for any VPC in the AWS account.

AWS Account IO goaac 1

ADD ACCOUNT

AWS Account ID Resource Share Name State VPC Status

? | g2aac 1 (_ ASSOCIATING

Once added the State of the Account should read ASSOCIATING, we'll go to the AWS Console to
approve the association

13. From your VDI desktop open a new browser tab and go to the AWS Console -
https://vmcexpert{#}.signin.aws.amazon.com/console where {#} indicates your AWS
environment (1, 2 or 3)

14. Login using the following details. Your actual credentials can be obtained from the Student
lab assignment sheet or Excel workbook

« Account ID or alias: vmcexpert# i.e vmcexpert1, vmcexpert2 or vmcexpert3

* |AM user name: VMCEXPERT#-XX(where # is your Environment ID and XX is the
number assigned to you)

« Password: <AWS Console PW provided By your instructor>
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15. Click Sign In

adWs

Sign in as IAM user

Account ID (12 digits) or account alias

vmeexpert1 -] Amazon Lightsail

IAM user name

©

Lightsail is the easiest way

9 VMCEXPERTI-01 % to get started on AWS
Password
Learn more »
- E]

Sign in using root user email

©©

Forgot password?

English |

Terms of Use Privacy Palicy @ 1986-2021, Amazon Web Services, Inc, or its affiizles.

16. In the upper left section of the page click Services
17. Click Resource Access Manager under Security, Identity and Compliance

£\ VMCEXPERT3-02 @ vmcexpert3

# Favorites All services

NepLune ysterns Manager EMK

@) Resource Groups ... . —
@ p Amazon QLDB g CloudSear

imentDB Trusted Advisor

Recently visited 5 Control Tower
Amazon Timestream
# Resource Gre
ouree = Data Pipeline

Console Home . o
Gonspslioms & Migration & Transfer — alth ... AWS Data Exchange

S0k igration Hub J Glue

VS Application Mi... AWS Lake Formation

Database Migra = rce Group: . VS Glue Data
Migration Se... Amazon Grafana Amazon FinSpace

/S Transfer Family o —

AWS Proton @ Security, Identity, &

Incident Manager Compliance

& Networking & BX Media Services
Content Delivery

VPC

eo Streams
Connect
CloudFront L GuardDuty
MediaConvert L

18. In the left pane click Resource Shares under Resources Shared with me
19. You should see your resource share in a Pending state
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20. Clickit
21. Click Accept Resource Share

22. Click OK
Resource Access X Resource Access Manager Shared with me : Resource shares
Manager
Resource shares
¥ Shared by me Resource shares my account has access to
Resource shares
Q 1
Shared resources ®
Principals
Name 1D Owner Status
v Sharedwith me VMC-G bfac8alb-2 477 530a6b84-3b73-4a353-a856
-Group-bfac8alb-2eaa-477e- a - -439%a-a856- )
911691954527 Act
\o—/esource shares 9581-2410a53181d6 2154265809f1 © Active
Shared resources o VMC-Group-69ee624f-eff8-46cd- 14db3bcbh-04f1-4e39-a62b- 911691994927 ‘
. a918-03614bb08175 c7ebe3c227a8 Pending
Principals

VMC-Group-69ee624f-eff8-46cd-a918-03614bb08175
(14db3bcbh-04f1-4e39-a62b-c7ebe3c227a8)

Details and information relating to this resource share.

‘ Reject resource share ‘ Accept resource share

Summary

Name Owner Invitation date Status
VMC-Group-69eeb24f- 911691994927 2021/07/28 (@ Pending
eff8-46cd-a918-

03614bb08175

ARN Receiver

arn:aws:ram:eu-central- 824407877961

1:91169193492 7 resource
-share/14db3bcb-04f1-
4e39-a362b-c7ebe3c227a8

23. Go back to the browser tab for your SDDC Console. The state of the Association should now
read ASSOCIATED
NOTE: This can take up to 5 mins to Update. You may need to refresh the page

24. Click the Support tab
25. Record the TGW ID, you'll need it for the next task
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[ ADD ACCOUNT ] [ REMOWE

AWS Account ID Resource Share Mame State VPC Status

° 824407877961 VMC-Group-69ee624f-eff8-46cd-a218-03614bb 08175 ASSOCIATED

vmcexpert3-02-SDDC-Grp

summary vienter Linking Lirect Connect External VPC outing SUppOrt

Support Information

Group ID: d2edff4b-393b-4eed-a258-
6837c5905fch

Created Wednesday, July 28, 2021 at 12:02:07
Date: PM GMT+00:00

VMware VTGWSs

TGW ID Location
tow-01c980bc228acs8b40 EU (Frankfurt)

Task 2.2 - Connect the Native VPC to the Transit Connect

With the AWS Account now associated with the SDDC group our next task is to create a transit
Gateway attachment for the Native VPC. this task will be performed from the AWS Console.

1. In the AWS Console Browser tab, click Services, then VPC under Networking and Content
Delivery

2. Inthe Left pane Click Transit Gateway Attachments, Under transit Gateways

3. Click the Create Transit Gateway Attachment Button
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* Favorites

@) Resource Groups ...

Recently visited

x

All services

& Migration & Transfer

A Hu

XPERT3-02 @ vmcex|

(@) Security, Identity, &
Compliance

2 Networking & Content Gy Media Services

Delivery

Frankfurt

4 Internet of Things

@XV‘S Services w

Tell us what you think

v AMAZON NETWORK
FIREWALL

Firewalls

Firewall policies
Network Firewall rule
groups

VIRTUAL PRIVATE
NETWORK (VPN)
Customer Gateways

Virtual Private
Gateways

Site-to-Site VPN
Connections

Client VPN Endpoints

TRANSIT
GATEWAYS

Transit Gateways

°'ran5\'t Gateway
N

ttachments

Transit Gateway Route
Tables

Transit Gateway
Multicast

Network Manager

» TRAFFIC
MIRRORING

Mirror Sessions

Q

@D Mew VPC Experience @

Create Transit Gateway Attachment

Actions v

Q) Filter by tags attributes or s
(] Name Transit Gateway attachment ID
[ ] tgw-attach-048fc54f8a9c3aae2

Transit Gateway Attachment: tgw-attach-048fc54f8a9c3aae2

Details Tags

Transit Gateway attachment ID

Transit Gateway ID
Resource type
Resource ID
Association state
IPv6 support

tgw-attach-
048fc54f8adc3aae?
tgw-08d622a3083d24bd9
VPC
-0fd5586ae8a4f15ed

associated
disable

4 VMCEXPERT3-02 @ vmces

Transit Gateway ID

tgw-08d622a3083d24bd9 VPC

Transit Gateway owner ID

Resource owner account ID
State

Associated route table
DNS support

Subnet IDs

Resource type

Frankfurt ¥  Support ¥

o B
1to1of1
Resource ID

vpc-0fd5586aeBad

911691994927 (shared)

82440787796

available
tgw-rth-0a9de2f5814883ffd
enable
subnet-0ba2bcSeb8a3e7ffs
subnet-0c7572b52a211f024

4. In the Create Transit Gateway Attachment page, Select <your Transit Connect> from the
Transit Gateway ID dropdown list

NOTE:
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5. Select <your VPC>. Look the the VPC Name column to identify your VPC

NOTE: your VPC will be VMCEXPERT#-XX-FSx (Where # is your Environment ID and XX is
your student number)

Click Create Attachment

7. Click Close

o

Create Transit Gateway Attachment

Select a Transit Gateway and the type of attachment you would like to create.

Transit Gateway ID* | tgw-01c980bc228ac8b40 + C

Q, Filter by attributes

Attachment type

Transit Gateway ID Name tag Description

tgw-08d622a3083d24bd9

w-01c980bc228ac8b40 TGW for region eu-central-1 911691994927

VPC Attachment TGW for region eu-central-1 911691994927

Select and configure your VPC attachment.
Attachment name tag (i ]
DNS support enable €@

IPv6 support [J enable €

VPCID* | Select aVPC ~C e

* Required Cancel [EeCEIEELET D

VPC Attachment

Select and configure your VPC attachment.

Attachment name tag (i)

DNS support enable €

IPv6 support [J enable €@

VPCID* | Select aVPC ~- C O

Q Filter by attributes

* Required o

c-Ode‘I 72b7400738fb VMCEXPERT3-03-FSx 10.103.16.0/20
vpe-0fd5586aeBadf1 Sed VMCEXPERT3-01-FSx 10.101.16.0/20
vpc-01c10adfc405e0c90 VMCEXPERT3-08-FSx 10.108.16.0/20
vpe-017dd8c31dbf97b64 VMCEXPERT3-07-FSx 10.107.16.0/20
vpc-08bda2db256077d7d VMCEXPERT3-01 172.101.0.0/16

vpc-Oeed151f4d8ed9ala VMCEXPERT3-06-FSx 10.106.16.0/20
vpe-0b5c3f20d0caf1339 VMCEXPERT3-08 172.108.0.0/16

8. Back on your SDDC Browser tab, Click External VPC
9. Expand the AWS Account attachment by clicking the double arrow (greater-than signs)
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10. Select the checkbox for the Attachment association
NOTE: The association can take up to 10 mins to Update (Show up). You may need to

refresh the page, and wait for it to appear before proceeding

11. Click Accept

12. Wait until the Status changes from PENDING to AVAILABLE before proceeding
NOTE: This process can take as much as 5 mins

Summary vCenter Linking Direct Connect :oinal VPC Routing Support

ADD ACCOUNT
AWS Account ID T

C \ﬂ 824407877961

AWS Account ID : 824407877961

Resource share name : WVMC-Group-69ee624f-eff8-46cd-a918-03614bb08175

te : ASSOCIATED

ACCEPT REMOVE

T VMC on

VPCID AWS

Region

@ vpc- EU

044ff9afcble9cce8 (Frankfurt)

T

Attachment ID

tgw-attach-

0d7cd5b9883ecBals

Transit Gateway

Routes

m

Status

PENDING
ACCEPTANCE

AWS Account ID T

AWS Account ID : 824407877961

O [ s2420787791

Resource share name : VMC-Group-6%ee624f-eff8-46cd-a918-03614bb 08175

State : ASSOCIATED

[ ACCEPT ] l REMOVE
v T
VPCID
vpc-
044ff9afcble9cceld
1

VYMCon T
AWS

Region

EU
(Frankfurt)

Transit Gateway
Attachment ID

tgw-attach-
0d7cd5b8883ec8als

Routes

ADD ROUTES

Status

AVAILABLE
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Task 2.3 - Add a route to the Native VPC

With the Attachment now complete we need to update the VPC routing table to populate

the VMC connected networks as reachable via the VTGW. We will accomplish this in the

AWS Console for the FSx VPC (VMCEXPERT#-XX-FSx)

1. Go back to the browser tab for your AWS console
2. Click Route Tables in the left pane

it Services v Q, Search for services, features, marketplace products, and docs [Alt+S] £ wMme

m

. Actions ¥
@ new VPC Experience

Tell us what you think

FHLTT Wy ¥ N Q) Filter by tags and attributes or search by keyword
Q, selectavPC
Name + | Transit Gateway attachment ID «  Transit Gateway ID ~ Resourc
VIRTUAL PRIVATE 4
CLOUD - tgw-attach-048fc54f8adclaae? tgw-08d622a3053d24bd9 VPC
Your VPCs tgw-attach-0d7cd5b9883ecBals tgw-01c980bc228ac8b4l VPC

Subnets

Route Tables

Internet Gateways

Egress Only Internet
Gateways

DHCP Options Sets
Elastic IPs

Managed Prefix Lists

Endpoints Transit Gateway Attachment: tgw-attach-048fc54f8a0c3aae2

Endpoint Services Details —

NAT Gateways

3. Inthe search field type in <your AWS account string> to find the routing table for your FSx

PC. i.e. vmcexpert3-02.

NOTE: Your FSx VPC route table will be named VMCExpert#-XX-FSx-Public Route Table

4. Select the route table
Click the Routes tab
6. Click Edit Routes

U
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O e 119 :
X

‘ Q vmcexpert3-02 ’ 1 &
‘ search: vmcexpert3-02 X ‘ ‘ Clear filters
=2 Name v Route table ID v Explicit subnet associat... Edge associations
- rth-Oc7cac7dcd67b0f12 - -
— rth-0a8316cabed039f70 - -
‘ @M(EXPERTB-DZ-FSX Public Route Table rtb-Oabcd7d3835e34b68 2 subnets -
3

4

- =
rth-0abcd7d3835e34b68 / VMCEXPERT3-02-FSx Public Route Table

Details \Rdjtes Subnet associations Edge associations Route propagation Tags
Routes (2) ‘E Edit routes

Q Both v 1 (G
Destination v Target v Status v Propagated v
10.102.16.0/20 local @Active No
0.0.0.0/0 igw-0739d88cb74fbdf59 @Active No

7. Click Add Route, and configure the route as follows:
+ Destination: <The Network Segment for Desktop-Net> i.e 10.10.1xx.0/24

+ Target: <Your Transit Connect>

8. Click Save Changes

fdlitsoutes

Destination Target Status
Q. 10.10.102.0/24 X Q. tgw-01c980bc228ac8b40 X -
Propagated

Remove

Add route

I |
(=]

ca"(El PrEViEW m%
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® updated routes for rtb-0abcd7d3835e34b68 / VMCEXPERT3-02-FSx Public Route Table successfully

P Details

Details info

Route table ID Main Explicit subnet associations Edge associations
rb- No 2subnets -
Oabcd7d3835e34b68

Owner ID
VEC 824407877961

vpc-0441f9afch1e9cced |
VMCEXPERT3-02-F5x

Routes Subnet associations Edge associations Route propagation Tags

Q Both v 1 (O]

Destination v Target v Status v Propagated v
(_10.10.102.0,’24 tgw-01c980bc228ac8b40 ) © Active No
10.102.16.0/20 local @Actlve No
0.0.0.0/0 igw-0739d88ch74fbdf59 © Active No

Task 3 - Consume a Native AWS service across the Transit
Connect

Task 3.1 - Identity the FSx Service for Consumption
1. Goto the browser tab for your AWS Console

2. In the upper left-hand section of the page click Services
3. Click FSx, under Storage
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* Favorites

@ Resource Groups &

Recently visited

Tag Editor

All services

{s} Compute

@ Customer Enablement

A (e

=== Blockchain
& Satellite
#£2 Quantum Technologies

@] Management &
Governance

£\ VMCEXPERT3-02 g

@& Machine Learning

4. Locate your FSx File System Service. It should be named VMCEXPERT#-XX (Where # is your
environment ID and XX is your student number
5. Click on your FSx File System once located

6. Locate and record the Preferred File Server IP Address of the service

File systems

Q

File system
name v

VMCEXPERT3-
05

VMCEXPERT3-
01

VMCEXPERT3-
04

VMCEXPERT3-
03

VMCEXPERT3-
a7

VMCEXPERT3-
06

VMCEXPERT3-
02

VMCEXPERT3-
08

File system ID ry
fs-
0067d1c52d832480b

fs-
01e392c95b7307h47

fs-
068036151c8728ea5
fs-
06b91ea55ce883a00
fs-
083f516a55bc6243d
fs-
Oaca2786a355fa73e
fs-
0c04b98917a9e27ba
fs-
0d5ec627c6edccdas

e

File
system
type ¥
Windows
Windows
Windows
Windows
Windows
Windows

Windows

Windows

Status

@ Available

@ Available

@ Available

@ Available

@ Available

@ Available

@ Available

@ Available

1 @

Deployment Storage
type v type
Multi-AZ S5D
Multi-AZ S5D
Multi-AZ S5D
Multi-AZ S5D
Multi-AZ S5D
Multi-AZ S5D
Multi-AZ S5D
Multi-AZ S5D
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MNetwork & security Meonitoring Administration

Network & security

VPC

VMCEXPERT3-02-FSx | vpc-044ff9afcb1e9cces [4

DMNS name
amznfsxwtioh1zm VMCEXPERT2-02.local

DNS aliases

Preferred File Server IP Address
10.102.16.138

Windows Remote PowerShell Endpoint

EEER

amznfsxs0st2qzt VMCEXPERT 3-02.local

Backups

Updates Tags

KMS key ID
arn:aws:kms:eu-central-1:824407877961:key/64f795b0-
2101-4b9c-9b3b-b7111e6bde19

AWS Managed AD directory ID

d-99672f74a7 [4

Type
AWS Managed Microsoft Active Directory

We will use this IP to mount the File System Share on our client Virtual Machine later

Task 3.2 - Configure Firewall Access from the SDDC to the Native VPC

1. In the browser tab for your VMC on AWS SDDC console, login if your previous session timed

out

+ vmcexpert#-xx@vmware-hol.com

« VMware1!

Click View Details on your SDDC tile
Click Networking & Security tab
Click Gateway Firewall

Click the Compute Gateway tab
Click ADD RULE

Nou,swn

1. Rule 1
* Name; AWS VPCs to SDDC

Add 2 rules and Configure them as follows:

« Source: Transit Connect Native VPCs Prefixes

« Destination: SDDC-Workloads
+ Service: Any

+ Applied to: All Uplinks

+ Action: Allow

2. Rule 2
« Name: SDDC to AWS VPCs
« Source: SDDC-Workloads

Lab 07 - Inter-SDDC and Native VPC Connectivity
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Destination: Transit Connect Native VPCs Prefixes
+ Service: Any

Applied to: All Uplinks

Action: Allow

8. Click PUBLISH

Ne'.wo.o..ag&Security Add Ons Maintenance  Troubleshooting Settings

ST Gateway Firewall o @
. —
Network Management Gateway Compute Gateway
S'E'QI“C—HTS - o
VPN 2 Total Unpublished Changes REVERT |
AT . - by Name Patl —
) + ADD RULE €y UNDO 2 Unpublished Changes @ Uninitialized ¢ ame, Path and more =
Tier-1 Gateways
Transit Connect Name 1D Sources Destinations Services Applied To Action
Security | f AWS VPCs to SDDC 28 Transit Connect N... 58 SDDC-Workloads Any All Upli ® Alo
Gateway Firewab\_/
Distributed Firewall | SDDC to AWS VPCs &3 SDDC-Workloads %3 Transit Connact M. Any All Upli ® Ao
Distributed IDS/IPS
Default VTI Rule 1012 Any Any Any VPN Tu Dro (:)
Inven tar

Task 3.3 - Mount the FSx Share on a Windows VM in the SDDC

1. Go to the Browser tab for your SDDC vCenter, if you no longer have the tab open, or if your
session has expired, Go to the Settings tab of the SDDC to launch a tab to vCenter and/or
retrieve the login credentials
Once logged into the SDDC vCenter, locate Win10-Desktop VM
Select it and Click LAUNCH WEB CONSOLE
In the browser tab for Win10-Desktop Console, click Send Ctrl+Alt+Delete
login as:
+ student
+ VMware1!

vk whn

6. Bring up the windows command prompt or PowerShell window
In command prompt or PowerShell
8. Type the following

~

<p>net use z: \\<your efs preferred ip>\share</your></p>

I Click to copy

9. when prompted for user credential type the following:
* username: <vmcexpert#-xx>\admin i.e. vmcexpert3-02\admin
+ Password <Your AWS Console PWD>
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EN Command Prompt

udentenet use z: \\16.1¢ g8\share :

r name +or

10. Open Windows explorer (File Explorer)
11. Click This PC

12. You'll see the Z: drive

13. Openit

- | = Manage share (\W10.102.16.138) (Z:)
“ Home Share View Drive Tools
<« v A4 = » ThisPC » share (\W10.102.16.138) () »

-

Mame Date modified Type

v g Quick access
[ Desktop
J:'; Downleads

| Documents

.aws-datasync
& NSE_Customer_Success_Story
R VMware_Cloud_on_AWS_Unlocks_the_Po..

File folder

| Pictures
b Music
B videos
@ OneDrive,
~ @ This PC o
§ 3D Objects
[ Desktop
=| Documents
57 Downleads
b Music

&=/ Pictures

ﬂ Videos
i, Local Disk (C:]o
= share (\\10.102. %5

¥ Metwork

Conclusion
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